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Programming Module 1:

Assessment 2
Questions
1) Why aren’t changes to the value of function arguments reflected in the calling function?

A) Arguments passed to a function are passed by value. That means that the argument in the function is actually a copy of the original value.
2) What happens if I write to element 11 in a 10-member array?

A) The compiler multiplies the offset by the size of each element. It then moves that many bytes from the beginning of the array and writes the new value at that location. This will write to other memory which may have disastrous effects on the program.
3) What is a pseudo-random number?

A) Pseudo-random numbers are generated by software functions. They are referred to as "pseudo-random" because the sequence of numbers is deterministic. Given a particular function and a "seed" value, the same sequence of numbers will be generated by the function. If the pseudo-random number generation function is well designed, the sequence of numbers will appear to be statistically random.
4) What is the difference between an argument and a parameter?
A) Function arguments do not have to all be of the same type. Any valid C++ expression can be a function argument, including constants, mathematical and logical expressions and other functions that return a value. Parameters are used in order to define a certain function, instead of leaving it as default, making the argument true to those parameters.

5) Why would you use a multi-dimensional array?

A) When using columns as well as rows of data – this could give an example of a two dimensional array. A three dimensional array would be a cube. A good example of a two-dimensional array is a chessboard.
C-Style Strings and the String Class

Strings are a fundamental concept in software engineering. Strings, such as command-line arguments, environment variables, and console input, are of special concern, especially in secure programming. This is because the amount of data exchanged between an end user and a software system is ever increasing. This compromises security since an increase in the amount of data exchanged in string form builds weakness in string representation, string management and string manipulation.


C-style strings consist of a contiguous sequence of characters terminated by and including the first null character. A ‘pointer to a string’ points to its initial character and the ‘length of a string’ is the number of bytes preceding the null character. Finally, the ‘value of a string’ is the sequence of the values of the contained characters, in order. 

C-Style strings are still a common data type in C++ programs, but there have also been many attempts to create “String Classes”. Most C++ developers have written at least one string class and a number of widely accepted forms exist. The standardisation of C++ has promoted the standard template class “std::basic_string” and its instantiations. 


The basic_string class is less prone to errors that result in security vulnerabilities than C-Style strings. Some other string types, like Win32, do not have to be null-terminated, like the standard C++ string class. As a result, there can be different ways to access string contents, determine the string length and determine whether a string is empty. 

